Entanglement and QKD
Can it work in the GÉANT network?
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Quantum computing – will it break cryptography?
• The security in current encryption algorithms typically relies on hard mathematical
problems such as the integer factorization problem.

• It has been suggested that once 100 qubit general purpose digital computers are
available encryption at current strength can be cracked.
• More sophisticated encryption techniques are required, organizations such as
https://openquantumsafe.org/ are helping the development of new quantum-safe
cryptography methods.
• Network providers need to start thinking now about ways building quantum-proof
encryption.
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Quantum computing
• Research into quantum computing
has resulted in significant strides
forward in recent years
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D-Wave
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Revealed that NSA is
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GÉANT Network - dark fibre across Europe in 2020
• 53 Million Euros IRU available to build
the next GEANT network
• Flexgrid ROADM based
• Can we leverage QKD in this network?
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QKD techniques
Quantum Key Distribution is a secure way of sharing an encryption key between two
communicating parties.
Single photon QKD principle
• A single photon is modulated at Alice and transmitted to BoB
• In quantum mechanics, the principle of quantum indeterminacy
means that measuring an unknown quantum state changes that
state in some way and allows the detection of an eavesdropper.
Entanglement QKD principle
• If an entangled pair of objects is shared between two parties,
anyone intercepting either object alters the entangled pair,
revealing the presence of an eavesdropper.
Single photon based solutions are used in commercial solutions as these are currently simpler and
further developed than the entanglement based methods
www.geant.org

Wave function and quantum measurement
• Quantum mechanics can not be
understood using the language of
classical physics
• Quantum concepts are entirely different
and based around probability
waveforms

• Attributes of a quantum objects ( e.g.
position) are described by the
Schrodinger wave function
• Under the Copenhagen interpretation
the act of measuring a quantum object
causes the wave function to ‘collapse’
resulting in a known position.
Interpreting the meaning of this ‘collapse’ is at the heart of the ‘Quantum measurement problem’
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Qubits
• A qubit is a basic unit of quantum information. Analogous to a ‘bit’
in classical computing
• For example the spin attribute of a quantum particle can be
resolved to a binary state: spin up (1) or spin down (0)

• Before measurement the Schrodinger wave function describes the
spin as a probabilistic function, after measurement a specific spin is
known.
• The both the 1 and 0 states are in a state of superposition i.e both
present at the same time. The act of measurement collapses the
wave function. (Schrodinger's cat)
An array of parallel Qubits can ‘anneal’ to the global minimum to solve
computing problems that are not easily tractable in classical computing (D-wave)
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Single photon QKD
• Keys are distributed between
Alice and Bob using a quantum
channel.
AES Encrypted Data

• A quantum key protocol such as
BB84 is used for key
transmission.
• Data for transmission is
encrypted using AES.

AES256

QKD Alice

AES256

BB84

• This allows a large volume of
data to be sent with one short
key that can be refreshed
rapidly.

QKD Bob
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Decoy state for BB84

BB84 and decoy state
• The BB84 encodes a binary string into one of two non-orthogonal basis. For each bit, the choice of
basis is randomly chosen by Alice and recorded.
• Bob measures each bit with a random basis.
• After comparison on a public channel, Bob and Alice reject the bits that were measured on differing
basis.
• The remaining bits (on average 50%) are valid and are used to define the key.
• In BB84, a single photon source is assumed to be used, in reality, a perfect single photon source would
slow down key distribution as many photons are lost over high-loss links.
• To solve the associate potential security risk the ‘Decoy State’ method can be used to vary the photon
intensity.
• States are transmitted by Alice using randomly chosen intensity levels (one signal state and several
decoy states), resulting in varying photon number statistics throughout the channel.
• The resulting key transmission rate is higher, but the risk of attack remains very low <10-10
www.geant.org

Toshiba Commercial
Quantum Encryption
System
single-photon
solution
Proprietary Technology:
Active status tracking for stable operation
Self-differencing semiconductor detectors – room-temperature
operation for improved reliability and reduced power consumption
BB84 protocol with decoy states - failure probability < 10-10
Toshiba Quantum Encryption System Prototype

Features:
World’s leading 10Mbit/s
secure key rate Quantum Key
Distribution (QKD)
Highest level of verifiable
security with theoretically
rigorous proof
Operation over normal fibre
networks

Key exchange protocol

Efficient BB84 protocol with decoy states – superior one-way quantum key exchange –
stable encoding onto phase of <50ps optical pulses

Transmission speed
and distance

Secure key rate over 1 Mb/s for 10 dB loss
Max supported transmission loss > 20dB (equivalent to 100km of fibre)

Photon Detection
technology

Proprietary self-differencing InGaAs detectors – room temperature operation for improved
reliability and power saving

Multiplexing
compatibility

Coarse wavelength-division multiplexing (CWDM) / dense wavelength-division multiplexing
(DWDM)

Security parameter

Key failure probability < 10-10, corresponding to less than once in 30.000 years –
protection against Trojan horse attacks – protection against blinding attacks

Interfaces

Single fibre channel – dual fibre channel for highest transmission speed

Dimensions

Standard 19’’ rack mount, 3U height

QKD reach
• Secure key rate of
QKD long term field
trials shown as a
function of fibre loss
• Key rate drops off
with loss
• Reach limited to
around 100km

* Toshiba 2016
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Quantum entanglement
http://www.quantumrepeaters.eu

• Two quantum particles while separated can only be described as a
single system
• Quantum measurement on one part of an entangled pair causes a
‘collapse’ of the waveform of both particles.
• This happens instantly which seems to violate special relativity
(however it has been shown not to as no information is transferred)

• It is as if the entangled particles had pre-agreed on how they would
respond to a measurement. However the measurement outcome is
still random.
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Bell states
• The simplest form of entanglement involving two maximally entangled particles is known as
the Bell state.

• The Bell measurement is a joint quantum-mechanical measurement of two qubits that
determines which of the four Bell states the two qubits are in.
• Two Qubits can have four Bell Sates, up/up down/down up/down and down/up

The Bell measurement is sometimes referred to as ‘teleportation’ due to the
maximal entanglement and the instant effect of measurement.
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Entanglement based QKD
• A pair of entangled particles is generated, one is kept and the other sent to BoB

• Alice and Bob measure polarization along different angles.
• As with BB84, when Alice and Bob publicly announce the angular orientations they
used to measure along.
• Bits for the key are the results of Alice
and Bob’s measurements when they
use the same angular orientations.
• Any eavesdropper will destroy
entanglement which can be detected

A. Poppe et. Al. Practical quantum key distribution
with polarization entangled photons
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Quantum Repeaters
•
•
•
•

A method of building quantum repeaters has been proposed based on entanglement swapping *
This extends entanglement to greater distances.
The quantum measurement selects photons with a certain correlation (in a certain Bell state)
This has the effect of projecting entanglement onto photon A and B.

http://www.quantumrepeaters.eu
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Quantum Repeaters
• It is possible to extend the distance over which entanglement is distributed by
concatenating several quantum repeaters one after the other.
• Adding a quantum memory at each side of the quantum repeaters to store the quantum
states of the two entangled particles can improve the throughput.
• However, quantum memory adds complexity and components are not well developed

http://www.quantumrepeaters.eu
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Toshiba Quantum Encryption System

Entanglement state of the art

• Quantum relays (repeaters) for long-haul
entangled photon sources.
• Devices for entanglement are still largely in
the research phase
• Semiconductor based solutions have been
proposed but are not yet commercialized *
• In 2017 Toshiba and Cambridge University
demonstrated a semiconductor quantum
dot LED emitting entangled photon pairs

* https://arxiv.org/pdf/1702.08823.pdf

TU Delft: setup used to entangle two distant spins in diamond
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GÉANT and the Quantum Manifesto goal
Progress so far:
• In 2017 collaborated with Toshiba to design and test a QKD multiplexer for
Infinera DTN-X. Shown that 1 Mbps key distribution over 100km is feasible*
• GÉANT project has allocated manpower in GN4-3 for QKD research and
collaboration
• GÉANT has set the objective of next network to be be QKD compatible
• Reaching out to academics for collaboration, e.g. the QIA
James Dynes GÉANT lab 2017

Next steps
• Understand network requirements for QKD compatibility
• Carry out technology surveillance and field trials of new technology as it becomes
available
• Participate in the H2020 QKD testbed call

* https://tnc17.geant.org/getfile/3130
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Quantum testbed
• SU-ICT-04-2019 Quantum Key Distribution testbed
• Building an experimental platform to test and validate the concept of end-to-end security,
providing quantum key distribution as a service.
• Proposals should develop an open, robust, reliable and fully monitored metropolitan area
testbed network (ring or mesh configuration).

• Deadline 14th November
• 15 Million Euro budget
• PSNC active in QKD research and interested in the Quantum Testbed

• GÉANT would like to be a partner in this project
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Toshiba Quantum Encryption System

Summary

• The quantum properties of photons has opened up new technological possibilities for
secretly sharing encryption keys

• Commercially viable QKD equipment based on single-photons is currently available.
• Work is ongoing to develop QKD on entangled photons.
• The entangled photon approach is promising as it can be extended to make quantum
repeaters possible.
• GÉANT has received funding in GN4-3 to track research in this area
• Following the vision of the Quantum Manifesto, the community should aim to build QKD into
a future generation of photonic networks.
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